+ 



What is claimed is: 



1 . A computer program product for sending Transmission Control Protocol (TCP) messages 
through HyperText Tr&isfer Protocol (HTTP) systems, the computer program product embodied 
on one or more computer-readable media and comprising: 

computer-read ible program code means for establishing a send channel from a first 
component on a client side of a network connection, through one or more HTTP-based systems, 
to a second componer t on a remote side of the network connection; 

computer-reac able program code means for establishing a receive channel from the first 
component, through the one or more HTTP-based systems, to the second component; 

computer-reapable program code means for establishing a first TCP connection from a 
client on the client side to the first component; 

computer-readable program code means for establishing a second TCP connection from 
the second component to a target server on the remote side; 

computer-readable program code means for transmitting client-initiated TCP requests 
from the client to the target server on the send channel; and 

computer-readable program code means for transmitting server-initiated TCP requests 
from the target server to the client on the receive channel. 



2. The computer program product according to Claim 1, wherein the computer-readable 
program code me^is for transmitting client-initiated TCP requests further comprises: 

computer-readable program code means for receiving a client-initiated TCP request from 
the client at the fii st component on the first TCP connection; 
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computer-readable program code means for packaging the received client-initiated TCP 
request in an HTTP POST request message; 

computer-readable program code means for sending the HTTP POST request message to 



the second component on 
computer-readable 



13 



he network connection; 

program code means for receiving the sent HTTP POST request 
message at the second component; 

computer-readable program code means for extracting the client-initiated TCP request 
from the received HTTP I OST request message; and 

computer-readabh ; program code means for forwarding the extracted client-initiated TCP 



iSf request to the target server on the second TCP connection. 



n 

m 

13 



3. The computer program product according to Claim 2, wherein the computer-readable 
program code means for transmitting client-initiated TCP requests further comprises computer- 



readable program code 



leans for acknowledging the HTTP POST request by sending an HTTP 



m POST response from tl e second component to the first component on the network connection. 

1 4, The computer i >rogram product according to Claim 3, wherein the computer-readable 

2 program code means fi >r establishing the send channel operates in response to the computer- 

3 readable program code means for receiving the client-initiated TCP request, and wherein the 

4 computer-readable prqgram code means for transmitting client-initiated TCP requests further 

5 comprises: 

6 computer-read j>le program code means for receiving the HTTP POST response at the 
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first component; and 

computer-readable progrim code means for closing the send channel, responsive to 
operation of the computer-reada >le program code means for receiving the HTTP POST response. 



5. The computer program product according to Claim 1, wherein the computer-readable 
program code means for transmitting server-initiated TCP requests further comprises: 

computer-readable program code means for sending an HTTP GET request message from 
the first component to the second component on the network connection; 

computer-readable program code means for receiving the sent HTTP GET request 
message at the second component; 

computer-readable program code means for receiving a server-initiated TCP request from 
the target server at the second component on the second TCP connection; 

computer-readable program code means for packaging the received server-initiated TCP 
request in an HTTP GET i esponse message which acknowledges the received HTTP GET 
request message; 

computer-readablel program code means for sending the HTTP GET response message 
from the second compone rt to the first component on the network connection; 

computer-readable program code means for receiving the sent HTTP GET response 
message at the first component; 

jrogram code means for extracting the server-initiated TCP request 
from the received HTTP GET response message; and 

computer-readable program code means for forwarding the extracted server-initiated TCP 



computer-readable 
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request to the client on the first/ TCP connection. 

6. The computer program product according to Claim 5, wherein the computer-readable 
program code means for transmitting server-initiated TCP requests further comprises: 

computer-readable program code means for performing a read operation on the second 
TCP connection, responsive/to operation of the computer-readable program code means for 
receiving the sent HTTP GET request message and prior to operation of the computer-readable 
program code means for receiving the server-initiated TCP request; and 

computer-readablefprogram code means for using the received server-initiated TCP 
request as a result of the read operation, thereby triggering operation of the computer-readable 
program code means for packaging the received server-initiated TCP request in the HTTP GET 
response message. / 

7. The computer program product according to Claim 5, wherein the computer-readable 
program code means fori transmitting server-initiated TCP requests further comprises computer- 
readable program code means for preparing to receive another server-initiated TCP request by 
triggering operation of tne computer-readable program code means for sending the HTTP GET 
request message from tne first component to the second component, responsive to operation of 
the computer-readable program code means for receiving the sent HTTP GET response message 
at the first component. 




8. The computer pr< )gram product according to Claim 2, wherein a Multi-Purpose Internet 

i 
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Mail Extensions (MIME) type of the OTP POST request message is set to cc binary/tcp" 

9. The computer program prodiict according to Claim 5, wherein a Multi-Purpose Internet 
Mail Extensions (MIME) type of the HTTP GET request message is set to tc binary/tcp" 

10. A system for sending Transr lission Control Protocol (TCP) messages through HyperText 
Transfer Protocol (HTTP) systemsJ comprising: 

means for establishing a send channel from a first component on a client side of a network 
connection, through one or more JfTTTP-based systems, to a second component on a remote side 
of the network connection; 

means for establishing a receive channel from the first component, through the one or 
more HTTP-based systems, to the second component; 

means for establishing a first TCP connection from a client on the client side to the first 
component; 

means for establishing ^ second TCP connection from the second component to a target 
server on the remote side; 

means for transmitting client-initiated TCP requests from the client to the target server on 
the send channel; and 

means for transmitting ; server-initiated TCP requests from the target server to the client on 
the receive channel. 



1 1 . The system according to Claim 10, wherein the means for transmitting client-initiated TCP 
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requests further comprises: 

means for receiving a client-initiated TCP request from the client at the first component on 
the first TCP connectior ; 

means for packaging the received client-initiated TCP request in an HTTP POST request 
message; 

means for sending the HTTP POST request message to the second component on the 
network connection; 

means for receiidng the sent HTTP POST request message at the second component; 
means for extracting the client-initiated TCP request from the received HTTP POST 
request message; and 

means for forw irding the extracted client-initiated TCP request to the target server on the 
second TCP connectioi 1. 

12. The system acc >rding to Claim 1 1, wherein the means for transmitting client-initiated TCP 
requests further comprises means for acknowledging the HTTP POST request by sending an 
HTTP POST response [from the second component to the first component on the network 
connection. 



13. The system accc rding to Claim 12, wherein the means for establishing the send channel 
operates m response to means for receiving the client-initiated TCP request, and wherein the 
means for transmitting client-initiated TCP requests further comprises: 

means for receivi lg the HTTP POST response at the first component; and 
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means for closing the senjH channel, responsive to operation of the means for receiving the 
HTTP POST response. 



component on the second 1 



14. The system according to Claim 10, wherein the means for transmitting server-initiated 
TCP requests further comprises: 

means for sending an HTTP GET request message from the first component to the second 
component on the network connection; 

means for receiving the sent HTTP GET request message at the second component; 
means for receiving a server-initiated TCP request from the target server at the second 
CP connection; 

means for packagin j the received server-initiated TCP request in an HTTP GET response 
message which acknowledges the received HTTP GET request message; 

means for sending fthe HTTP GET response message from the second component to the 
first component on the network connection; 

means for receiving the sent HTTP GET response message at the first component; 

means for extracting the server-initiated TCP request from the received HTTP GET 
response message; and 

means for forwarding the extracted server-initiated TCP request to the client on the first 
TCP connection. 

15. The system accc rding to Claim 14, wherein the means for transmitting server-initiated 
TCP requests further comprises: 
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means for performing a read operation on the second TCP connection, responsive to 
operation of the means for receiving the sent HTTP GET request message and prior to operation 
of the means for receiving the server-initiated TCP request; and 

means for using the received server-initiated TCP request as a result of the read operation, 
thereby triggering operation of the/means for packaging the received server-initiated TCP request 
in the HTTP GET response mess* ge. 

16. The system according to ( >laim 14, wherein the means for transmitting server-initiated 
TCP requests further comprises means for preparing to receive another server-initiated TCP 
request by triggering operation of the means for sending the HTTP GET request message from 
the first component to the second component, responsive to operation of the means for receiving 
the sent HTTP GET response message at the first component. 

17. The system according/to Claim 1 1, wherein a Multi-Purpose Internet Mail Extensions 
(MIME) type of the HTTP HOST request message is set to "binary/tcp" 

18. The system according to Claim 14, wherein a Multi-Purpose Internet Mail Extensions 
(MIME) type of the HTTPIGET request message is set to te binary/tcp". 



119. A method for sending Transmission Control Protocol (TCP) messages through HyperText 

2 Transfer Protocol (HTTPl systems, comprising the steps of: 

3 establishing a senq channel from a first component on a client side of a network 
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connection, through one or more HTTP/ based systems, to a second component on a remote side 
of the network connection; 

establishing a receive channel frAm the first component, through the one or more HTTP- 
based systems, to the second component; 

establishing a first TCP connection from a client on the client side to the first component; 

establishing a second TCP co^ nection from the second component to a target server on 
the remote side; 

transmitting client-initiated TCP requests from the client to the target server on the send 



channel; and 

transmitting server-initiated 
receive channel. 



CP requests from the target server to the client on the 



20. The method according to Claim 19, wherein the step of transmitting client-initiated TCP 
requests further comprises the steps of: 

receiving a client-initiated J CP request from the client at the first component on the first 
TCP connection; 

packaging the received clfent-initiated TCP request in an HTTP POST request message; 
sending the HTTP POSTjrequest message to the second component on the network 
connection; 

receiving the sent HTTfl POST request message at the second component; 
extracting the client-ini^ated TCP request from the received HTTP POST request 
message; and 
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forwarding the extracted client/initiated TCP request to the target server on the second 
TCP connection. 

2 1 . The method according to Cliim 20, wherein the step of transmitting client-initiated TCP 
requests further comprises the step pf acknowledging the HTTP POST request by sending an 
HTTP POST response from the second component to the first component on the network 
connection. 

22. The method according to Claim 21, wherein the step of establishing the send channel 
operates in response to the step of receiving the client-initiated TCP request, and wherein the step 
of transmitting client-initiated TCP requests further comprises the steps of: 

receiving the HTTP POST response at the first component; and 

closing the send channel, responsive to receiving the HTTP POST response. 



23. The method according to Claim 19, wherein the step of transmitting server-initiated TCP 
requests further comprises the steps of: 

sending an HTTP GET request message from the first component to the second 
component on the network jconnection; 

receiving the sent FlTTP GET request message at the second component; 

receiving a server-i litiated TCP request from the target server at the second component 
on the second TCP connection; 

packaging the recei ved server-initiated TCP request in an HTTP GET response message 
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9 which acknowledges the received HTJTP GET request message; 

10 sending the HTTP GET response message from the second component to the first 

1 1 component on the network connection; 

12 receiving the sent HTTP GET response message at the first component; 

1 3 extracting the server-initiated TCP request from the received HTTP GET response 

14 message; and I 

15 forwarding the extracted server-initiated TCP request to the client on the first TCP 

16 connection. / 

f 3 24. The method according to Claim 23, wherein the step of transmitting server-initiated TCP 

* I 1 requests further comprises the spps of: 
^ 3 ? performing a read operation on the second TCP connection, responsive to receiving the 

4j sent HTTP GET request message and prior to receiving the server-initiated TCP request; and 
gj using the received server-initiated TCP request as a result of the read operation, thereby 

fe- triggering the step of packaging the received server-initiated TCP request in the HTTP GET 

If response message. j 

1 25. The method according to Claim 23, wherein the step of transmitting server-initiated TCP 

2 requests further comprises the step of preparing to receive another server-initiated TCP request 

3 by triggering the step of senping the HTTP GET request message from the first component to the 

4 second component, responsive to receiving the sent HTTP GET response message at the first 

5 component. J 
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26. The method according tof Claim 20, wherein a Multi-Purpose Internet Mail Extensions 
(MIME) type of the HTTP POST request message is set to cc binary/tcp'\ 

27. The method according to Claim 23, wherein a Multi-Purpose Internet Mail Extensions 
(MIME) type of the HTTP (JET request message is set to <c binary/tcp". 

28. A method for transporting bi-directional protocol traffic through uni-directional protocol 
systems, comprising the steps of: 

establishing a send channel from a first component on a client side of a network 
connection, through one pr more uni-directional protocol-based systems, to a second component 
on a remote side of the network connection; 

establishing a receive channel from the first component, through the one or more uni- 
directional protocol-based systems, to the second component; 

establishing a first bi-directional protocol connection from a client on the client side to the 
first component; I 

establishing a second bi-directional protocol connection from the second component to a 
target server on the remote side; 

transmitting client-initiated bi-directional protocol requests from the client to the target 
server on the send cttannel; and 

transmitting server-initiated bi-directional protocol requests from the target server to the 
client on the receive channel. 
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29. The method according to Claim 28, wherein the step of transmitting client-initiated bi- 
directional protocol requests further comprises the steps of: 

receiving a client-initialed bi-directional protocol request from the client at the first 
component on the first bi-dire rtional protocol connection; 

packaging the receivec client-initiated bi-directional protocol request in a uni-directional 
protocol write request messai ;e; 

sending the uni-direc^onal protocol write request message to the second component on 
the network connection; 

receiving the sent unidirectional protocol write request message at the second 
component; 

extracting the clientj-initiated bi-directional protocol request from the received uni- 
directional protocol write Request message; and 

forwarding the ext acted client-initiated bi-directional protocol request to the target server 
on the second bi-directionil protocol connection. 

30. The method according to Claim 28, wherein the step of transmitting server-initiated bi- 
directional protocol requ >sts further comprises the steps of: 

sending a uni-din ictional protocol read request message from the first component to the 
s network connection; 

uni-directional protocol read request message at the second component; 



second component on th s 
receiving the sen 



receiving a server-initiated bi-directional protocol request from the target server at the 
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second component on ihe second bi-directional protocol connection; 

packaging the/received server-initiated bi-directional protocol request in a uni-directional 
protocol read response message which acknowledges the received uni-directional protocol read 
request message; 

sending the lAi-directional protocol read response message from the second component to 
the first component on the network connection; 

receiving the sent uni-directional protocol read response message at the first component; 

extracting t\ e server-initiated bi-directional protocol request from the received uni- 
directional protocol read response message; and 

forwarding pie extracted server-initiated bi-directional protocol request to the client on the 
first bi-directional protocol connection. 
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